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1 Introduction

By design in Microsoft Windows Server, members of the “Users” group cannot install Microsoft
Installer Packages without modifying the rights of the group. However, some administrators
may want to allow the “Users” group to install MSI packages. This document describes how to
roll out MSI packages using Microsoft Windows Active Directory.

2 Software Requirements

System environment: All information contained in this document implicitly assumes a
Microsoft Windows environment.

Supported platforms: For detailed information on supported operating systems and software
see the software product information on the Fabasoft distribution media.

Descriptions in this document are based on the following software:

e Microsoft Windows Server 2022 Standard
« MSI packages

Note: The Microsoft Installer Packages (MSI packages) are taken from the Fabasoft distribution
media.

3 Microsoft Installer Packages

The Fabasoft distribution media includes a set of Microsoft Installer packages that contain
client-side applications. These files are located in the folder setup\ComponentsBase\Client.

Microsoft Installer Package Description

FolioClient.msi This Microsoft Installer package allows the
interaction with third-party products.

CloudClientEnterprise.msi This Microsoft Installer package allows the
interaction with third-party products using the
Fabasoft Cloud/Fabasoft Private Cloud.

FolioClientNotes.msi This Microsoft Installer package provides
functionality to integrate menu commands in
HCL Notes to call actions in the Fabasoft
product environment.

FolioClientLibreOffice.msi This Microsoft Installer package provides
Note: If you want to install this package functionality to integrate buttons in LibreOffice
directly on Microsoft Windows 7 (with to call actions in the Fabasoft product

activated UAC) or on Microsoft Windows €nvironment.
8.1 open an administrative command
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prompt and execute:
msiexec /i FolioClientLibreOffice.msi

FolioClientAutoCAD.msi This Microsoft Installer package provides
functionality for the integration of Autodesk
AutoCAD.

FolioClientDocPropertyUpdate.msi This Microsoft Installer package provides an

add-in for Microsoft Word that ensures that
DocProperties are updated when opening a
document if no Fabasoft Folio Client is available
(e.g. Fabasoft Folio Conversion Services).

FolioClientSAP.msi This Microsoft Installer package provides
functionality for Fabasoft iArchivelink.

4 Deploying Microsoft Installer Packages

Microsoft Installer packages can be distributed in several different ways:

« Microsoft Windows Active Directory used for assigning software to users or computers
o Microsoft Systems Management Server (SMS)
o Third party tools for software distribution

This document describes the assigning of software via the Microsoft Windows Active
Directory. Microsoft recommends it as the preferred method in a secure network environment.

Microsoft Windows Active Directory must be available in order to deploy MSI packages using
Microsoft Windows Active Directory.

5 Deploying Microsoft Installer Packages with Microsoft Windows
Active Directory

Microsoft Installer packages may be assigned to users and/or computers within a group policy
object. To install the Microsoft Installer packages the packages have to be available for users.
Therefore create a file share in the file system and copy the Microsoft Installer packages to this
file share. Afterwards specify the corresponding rights for users, who need to install packages
from this file share.

Attention: The deployment of all Fabasoft MSI packages has to be performed per machine
("Computer Configuration” folder).

To deploy Microsoft Installer packages with a Microsoft Windows Active Directory, perform the
following steps:

1. Startthe “Active Directory Users and Computers” MMC snap-in (“Start” > “Programs” >
“"Administrative Tools” > “Active Directory Users and Computers”). This console is used to
administer users and computers in a Microsoft Windows Active Directory.
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2. Navigate to the corresponding domain and create a new organizational unit (“New” >
“Organizational Unit").

File Action View Help

I EEIEEE R EE YR A

] Active Directory Users and Computers | Mame Type Description
b (] Saved Queries [ Builtin builtinDomain
4 |55 sqf Delegate Control... Container Default container for up...
= -~ trollers QOrganizational... Default container for do...
Find.
I . sityPrincipals Container Default container for sec...
v & Groglimi= rvice Accounts Container Default container for ma...
v & Change Demain Controller... Organizational...
4 ; Raise domain functional level... ofile Test Organizational...
2 _—
& Operations Masters... Organizational...
- izational...
»E [ New » Computer perzetiona .
B ntainer Default container for up...
- All Tasks 3 Contact
» &
View » Group
Refresh InetOrgPerson
Ermilisi: mslmaging-P5Ps
MSMQ Queue Alias
Properties e =
QOrganizational Unit
Help Printer
User
Shared Folder

3. Specify a name for the organizational unit and click “OK".

To deploy Microsoft Installer packages to users or computers move user accounts or
computers to that previously created organizational unit or create new user accounts within.

Note: The deployment of Microsoft Installer packages depends on the settings in the group
policy objects. If deployment is defined per computer (“Computer Configuration” folder) the
Microsoft Installer packages are assigned to the computers defined in the organizational unit.
If deployment is defined per user (“User Configuration” folder) the Microsoft Installer packages
are assigned to the users specified in the organizational unit.

To move users or computers to an organizational unit, perform the following steps:

1. Navigate to the “Users” folder and select the users that should be moved. To move
computers to an organizational unit, navigate to the “Computers” folder and select the
computers that should be moved.

2. Open the context menu and click “Move”.

File Action View Help

e 2@ 0| XEL2 B/ 2eETEa

] Active Directory Users and Computers || Name Type Description
b [ Saved Queries
4 5 sqfabasoft.com 1 NA Add to 3 group.. Computer
1 Builtin NG Disable Account Computer
[ Computers NG Reset Account Computer
b & Dnrrfain CDH‘ID“E?S 7 QNU[ Move.. | Computer
b [] ForeignSecurityPrincipals mpC . Computer
aF Computer
JERA All Tasks v Computer
1 RAI Cut Computer
R Delete Computer
1RIRAl 5 Computer
mIRA fropsrtisy Computer
ERA Help Computer
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3. Select the organizational unit where these users or computers should be moved to and
click "OK".

=T
F#-{Z] Domain Controllers
B#-{7] ForeignSecurityPrincipals
(] Managed Service Accounts
@ MSI deployment

[ ok

To create the group policy object, perform the following steps:

1. Open the “Group Policy Management” console.

2. Navigate to the organizational unit the users or computers were moved to and select
“Create a GPO in this domain, and Link it here...” in the context menu.

& File Action View Window Help

e nE X Bm

&, Group Pelicy Management SQWSUS
Fi f . 5 D
P ,ﬂ orest: sq_abasoﬂ com [ | | ‘
4 (5 Domains - Btngy. | Delecati
4 4 sqfabasoft.com Linkcs
Display links in this location: |sq!abasaﬂcom

The following sites, domains, and OUs are linked to this GPO:
b (2] Domain Controllers

-

b [2] MSI deployment | FL:@W' Enforced Link Enabled Path
Enal « GPQ in this domain, and Link it h No Yes sqfabasoft com/SQ
b reate a in this domain, and Link it here... Ne Yos saabasoft com
= Link an Existing GPO...
=k Block Inheritance
b Ely
=y Group Policy Update...
v 3 Group Policy Modeling Wizard...
b @s New Organizational Unit
@ Sites
i Group P MNew Window frem Here
(34 Group P Delete
Rename
Refresh
Properties
Help

3. Specify the name of the group policy and click “OK".
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4. Select the Organizational Unit and on the right pane and open the context menu on group

policy object created before, and choose “Edit”
MSI deployment
Linked Group Policy Objects | Group Policy Inhertance | Delegation |
Link Drder GPO Enforced Link Enabled GPO Status WMI Fiter

& I [ Deplog No = Enabled None

Edit

Enforced

- Link Enabled

= Save Report...
Delete

Rename
Refresh

5. The “"Group Policy Management Editor” is opened.

In the Group Policy Management Editor new software packages can be added. Perform the
following steps:

1. Navigate to the “Software installation” node of the “Computer Configuration” root folder.
2. Open the context menu and click “Properties”.

3. Verify that the Display the Deploy Software dialog box option in the New packages area is
selected. So the deployment type can be chosen during the creation of a new package.
Basic should be selected in the /nstallation user interface options.

£ Group Policy Management Editor =
File Action View Help

e 2E Bz B

=] Deploy General | Advanced | File Extensions | Categories |
4 i Computer Configuration
4 [ Policies Default package location
4 7] Software Settings ‘ | ‘ B B

[ Software installation
b ] Windows Settings
b [ Administrative Templates: Pol

MNew packages
When adding new packages to user settings:

b ] Preferences (®) Display the Deploy Software dialog box
4 % User Configuration _) Publish

b [ Policies () Assign

b [ Preferences () Advanced

Installation user interface options
(®) Basic

) Maximum

Click "OK" to close the “Software installation Properties”.

4. Create a new package in the “Software installation” node of the “Computer Configuration”
root folder (“New” > “Package”). Browse to the Microsoft Installer package in the file share.
Choose Assigned as the deployment type.

5. Select the new package in the “Software installation” folder and open the properties of the
package. Navigate to the “Deployment” tab and verify that the option Assignedis
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selected. Basic should be selected in the /nstallation user interface options.

I

General | Depl

Deployment type
() Published

@ Assigned
Deployment options

management

panel
[] Install this application at logon
Installation user interface options
(® Basic

) Maximum

[v] Auto-install this application by file extension activation
[[] Uninstall this application when it falls out of the scope of

[] Do not display this package in the Add/Remove Programs control

To ensure that the Microsoft Installer package can be installed, when a computer is booted

or a user logs on, an administrative template has to be configured. Navigate to the folder
“Windows Installer” in the “Windows Components” folder in the “Administrative
Templates” folder of the “Computer Configuration” or the “User Configuration” node
respectively. Edit the properties of the template “Always install with elevated privileges”.

B
File Action View Help
e aE = HBmE T

B Sound Recorder
[ Sync your settings
» [ Tablet PC
7] Task Scheduler
1 Windows Calendar
51 Windows Color System
(=] Windows Customer Experient
p [ Windows Defender
» =1 Windows Error Reporting
] Windows Installer
1 Windows Logon Options
£ Windows Mail
1 Windows Media Center
] Windows Media Digital Right
] Windows Media Player

Always install with elevated
privileges

Edit policy setting

Requirements:
At least Windows 2000

Description:

This policy setting directs
‘Windows Installer to use elevated
permissions when it installs any
program on the system.

If you enable this policy setting,
privileges are extended to all

1 Windows Mobility Center
1 Windows PowerShell
71 Windows Reliability Analysis
» ] Windows Remote Managem
7] Windows Remote Shell
1 Windows Update
5] Work Folders
1 Workplace Join
(i All Settings
p 7] Preferences
4 & User Configuration
p ] Policies
b ] Preferences

p These privileges are
usually reserved for programs that
have been assigned to the user
(offered on the desktop), assigned
to the computer (installed
automatically), or made available
in Add or Remove Programs in
Control Panel. This profile setting
lets users install programs that
require access to directories that
the user might not have
permission ta view or change,
including directories on highly
restricted computers.

If you disable or do not configure
#hie malin ratting tha ortan

Setting State Commen
liz] Allow users to browse for source while elevated Not configured No
llow users to use media source while elevated Not configured No
(o) liz| Allow users to patch elevated products No

v

Not configured
Al o

ys install with elevated privileges o
rohibit use of Restart Manager No
emove browse dialog box for new source Filter On red No
rohibit flyweight patching Filter Options... red No

Turn off logging via package settings Re-Apply Filter red No
Turn off Windows Installer red Ne
revent users from using Windows Installer LS ' red Neo
rohibit rollback Help red No
urn off shared components Mot configured Ne
llow user control over installs Not configured Ne
pecify the types of events Windows Installer records in its tr.. Mot configured No
rohibit nen-administraters from applying vendor signed u... Mot configured No
Prohibit removal of updates Not configured No
urn off creation of System Restore checkpaints Not configured No
rohibit User Installs Not configured No
nfarce upgrade component rules Not configured No
ontrol maximum size of baseline file cache Not configured No
Prevent embedded Ul Not configured No
Prevent Internet Explarer security prompt for Windows Instal... Mot configured No
Save copies of transform files in a secure location on workst...  Not configured No

<[

Extended /{ Standard /

w 3\'

Edit Administrative Templates policy setting
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7. Select Enabled.

B - |0 x
File Action View Help
@ * ‘ n B | E Always install with elevated privileges RS Eaitin ‘ ‘ Next Setting
] Sound Re:
O Not Configured ~ Comment: -
1 Sync your|
-— State Commen
b TebItPCl @ Enabled ot configured No
[ Task Sche| ~ ¢ con g 4 N
=] Windows || O Disabled ot configure o
] Windows Supported en: [ At jaast Windows 2000 1 | flot configured No
] Windows | |flot configured No
» B Windows ot configured No
b [ Windows || Options: Help: ot configured No
] Windows ot configured No
:‘ Windows This policy setting directs Windows Installer to use elevated |~ ot configueed No
1 Windows permissions when it installs any program on the system. ot configured Ne
"] Windows | | This policy setting must be set for the machine and ot configured No
7 Windows the user to be enforced. If you enable this policy setting, privileges are extended to all ot configured No
- rograms. These privileges are usually reserved for programs that
prog P 9 prog
£ Windows have been assigned to the user (offered on the desktop), ot configured No
:‘ Windows assigned to the computer (installed automatically), or made ot configured No
7 Windows available in Add or Remove Programs in Control Panel. This ot configured Ne
(] Windows profile setting lets users install programs that require aceessto | | [y o g Ho
' directories that the user might not have permission to view or -
Windows 9 P
b g Windows change, including directories on highly restricted computers, ot configured No
S, ot configured No
;‘ Windows If you disable or do not configure this policy setting, the system ot configured Mo
] Windows applies the current user's permissions when it installs programs t conf 4 N
] Waork Fold that a system administrator does not distribute or offer. ot configure o
- ot configured No
] Workplaci X X 9
. All Settings Note: This policy setting appears both in the Computer ot configured No
. - g Canfiguration and User Configuration folders. To make this ot configured Mo
b [ Preferences policy setting effective, you must enable it in both folders.
4 4 User Configuration ot configured No
b ] Policies Caution: Skilled users can take advantage of the permissions this |,
p ] Preferences >
< m ‘ oK | ‘ Cancel | | Apply |

8. Depending on the deployment type the Microsoft Installer package is installed or only
made available on the computer:

o IF a Microsoft Installer package is assigned to a computer, the package will be installed
when booting the computer.

o User-published Microsoft Installer packages are made available to a user when the
user logs on. Publishing a Microsoft Installer package to a user means that the user
receives permissions to install it at a later time.

Note: To force an immediate assumption of the defined group policies execute gpupdate or
secedit (depending on the operating system) in the command line on the client machine. To
view a group policy log execute gpresult via the command line.

6 Deploying Updated Microsoft Installer Packages

Consider the following when deploying newer versions of already deployed Microsoft Installer
packages:

« Leave the original Microsoft Installer packages on the public file share.

« Copy the new Microsoft Installer packages to the public file share. Be sure that the
original Microsoft Installer packages are not replaced by the new packages.
Note: Create a new folder for the new Microsoft Installer packages in the file share to
ease administration.

» Addthe new Microsoft Installer packages to the “Software Installation” node. The MMC
snap-in will automatically detect an update of an already existing Microsoft Installer
package.

Note: It is possible to specify if the older installation should be uninstalled or the existing
installation should be updated.
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» The Microsoft Installer packages are updated the next time the machines belonging to the
distribution organizational unit are rebooted (per-machine deployment) or the users
belonging to the distribution organizational unit log on (per-user deployment).
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